//V)OH (/m{ﬁan :

- l/m should hae seen in %0(,4/‘ homework. that
PRGs become insecure f the seed is not chogen

WM ot raundom .

= Ammog ;/g [

- Would be much Vu'cwr')c we had a ‘(mﬂgia PRG "
Such ‘ﬂm‘[’, NN /]C we don4 choose s geed wad%m%,
14s oomL]omL B0l Booles random” o any adversuy.

— Heres a candidate construction fv oo an 0&/@@'&.
Leds Sa,&b; we want a uﬂ/Ldg‘rC fw:cﬁm fmm m bk
o n bifs.

Just choose o wiifrmlyy voncloan funchion from e
St 072 all ]'Zbu«cﬁoms mxppirg m bit b n bits.

Eqw)mlcn% o Makmaq 2 Table :
X Fx)

0000~ 0 %
0000 - | n(i::X




. CMO%@&
’ Wy,
L r /‘y\ory, {D,IS""
ZM

- No mater which “seed “ x an aalW/a‘ova; Fic/@,

Bis fwm"wm’s ow(;fui is Pw][)em‘%, random !

(over the cholee. of funchion)

- What’s Hhe problem. with Hhis 7

PKF SeCUPﬁQ).
v
~ OK g0 ne an /wpa fzr Sudn a "Wzg}c ﬁmdﬁm",

- B(/l‘)’ /}’Iﬂﬁbe We can > h a/ﬁmcﬁaﬂ ‘7%@‘[‘ IS
compw%ailima//é, im&i&ﬁrgujj/mb& %‘OVM Such o
ﬁmcﬁm [

exmnxﬁﬂllg complicaded

= More ?mcﬂzﬁg: remembes e our ”m@/c ﬂmaﬂm

Was om/% randonn &pk]ndq ? on an(l/cmméz ove the

Choice 73 unction. Thue is M’?%Amg_ ranol om @ook/uél

about a ﬁ/ceo( ﬂcma"?on(



= We wart fo compare apples fo apples here, so we can
On/g require. Our “ccompw}mﬁomllg mmo{ﬁm#ook)yg; wction”’
to alse be random —%Ok?mg ove~ The chace unction.

- Fomally: Lets o(e/z%ne PRT- Secu/q@ in Heme 9]Z a
@W ebween o CMWV anod an adverson.
asially - we want > ad\/mrmqu to be wuable to
tedd +he 0(7'95(/\6/}:6 betuween o ﬂmc{im PiCked m/zdm/éz
fmm o small set ?(E/mu (which OH? cotains ﬁmGﬁong
we can zfﬁ dm-ﬁ% emfx/me) ol fmcﬁm Pic/<ed’,
mmolom@a/( fmm the et 372 all /aoss}k(e (013"~ §0.13”
][W”CH"”Q, 3%11.

%/SWMU ?i;“

d A

7& HR(¢'/5"m“ °R> (prob. 5 ench)
/( %all

note: A naw knar what
fo.’ On/‘qjdrfaqa_wani’

ol
N

X

1)

.
Ve

__8ome mumbe = poly(n)



—

g

Fx)

N

Clﬁ/ ot
small or Jall ?

e sy Fmall & 2 Secure PRF faﬁmz%t i no PPT

aalc/p/m/g o win —Hig 3@%41; wWith [Daobab}/,ﬁg betle

than ‘(fz + nagg Cm>K
?i(&;al?&;?ﬁ?@% gd;::r z;wz%j:em% A — ke avume

Remare. Netice “hat -the chﬂ,Umjef 's ba/wl/igﬁw IWM
+ chooses Ty is  identicsd o }LLDL mingﬂ/%%wm

n -bit Sf‘m’/gs n response o all Fhe aduosagk q‘?&w‘
This is oomzqofm@@ WQQLJ to keep in mind. aﬁ"ﬁd’k;w -
Remad. 2. For natational conveniese, we Like to 87%
the functions in T names. Sp we label eadr ﬁm&im
n %,m,, Wtth A“[Qaéj” K, and we MJ{,U(/) wirite

ecret | (.;'4 naxr knows what f 75")

£ - {]ﬂ/.-s{o,ti’”ﬁ to, (3" Zﬁke%,

here K is some et @p kfg?.

@Zﬁmfk 5. e an W[og assume. the Qd\/e/m/g hever




makes Fthe Same ey twice. (Whg?)

&ﬁﬁmov‘i@ PEFs from PREs.

~ The cumonical construchion s he "GGM " construction
(Goldreich ~ Goldwaser - icali ) .

~ H sequerttial (not super fast ), bat conaetu
- Asmm{m%n: there exists o &njfh—MMVg[ PRG:
G : {OJ%“K—» fo,13™

soore nas in the oufput Leagth of the PRE.
Notafion - G(s) = G (<) |l
Y ——

h biis n bits
~ [he constructon :

Secret kﬂg k = Seedd s ﬁfﬁu PRE:.
(c&ﬁna a Db}gtwm‘ ﬁma‘im in 55 for each d#&wn"

Seed. >

For 2 ﬁXea[Jeec(s:



fs(j@ —a—xmo chzogx‘()
m bils < read Hus way
Picture!.  (m=2)
/g
G.(s) @, (s)

a4

G,(6.5)) G(G(s))  &(G(s))

N\

G_l(&l(s)>

X= 410

(s) G, (s)

G,
G,6,(5)) G (G(s)) &(G(s))
=#(10)

S

/

G{(&|(S))

=00

G,(s) G, (s)

N/

J(G.(5)  G(G(s))  &(G(s)
f{o0)

I

N\

G((&|(3)>



X pcks out a path in +the Hree.

Security.
O

~ e want o redue t PRG Qecwﬂa: we ward
construct an adeu@ B who btth/z4 b break G

PRF aiucmuj

- H5 bridl Mgummt_ Shaw “Hhat Fooma | it preichon -
e wafomly random
N & B orousr H4 g
/ & if £ were olefinsl
ﬂa‘omfiﬂg 10
Go(s) s TREE 1,
G,G(5)) GlGls))  G(a(s)) s
~ A
‘ ettt i 7
o ~—— wifsml n # B s A quster
/ ek 7 | Rl
ha‘ofﬂing 10
Go( "o ) Mo Eo( n ) n T 2




Then ne jw\ff keep da'mg ‘s

I Tree 3, fi(x)i= G o0 G (r

Y‘ORW%%/Y’\(

/

REE 2
GO( r.0 ) r-\o Eo( r ) V“
N\
~
_Poq“
Foo o o M
WNait a minute, would /w% be 75 MSW@//Vg all

o]p A's qu&'m win uw&nmlgl rand.onn S’*HM(?&.’
g That s Zxacél@ +he case (ard TREE 1 ums Hhe

%lel Q:ZJe)_

So thuse /«gbm& bﬂdje'fﬂe 9ap between. T and

, A expected..

As usual, we assume "ﬁw&} ,f A can Tl e ddﬁ%rm



between Tl (Teee 1) and CHhun At oaun
+ell e dﬁ%tmac bebween ONE OF

TPEE 1 and TREE 2 o0

TREE. 2 pnd

The one—quen case.
Y

~ For S)m(oijc'my, eds do the cuge frst whoe A (PRF
adva@a@) onég maokes one queyg

~ How 4 redue o #RG gcurity? B (PRG& odv.)
Should somehow plant its challense whon s an-
Swering A's Querics.

- Lﬁ?mggﬁdda Jmlée@a C., .

Go(2) Il G (s) o= O

. *=1

B % Wmds o b /45 Cﬁwz//enﬁ(y*:
£ (wa challenger ) 72 A

Ce



\

( Di/gle quer)
X

N

22

\J

IS Suppased ot fHu
A 45 Suppeset b tell 1

/ \

o TRE L o TREE Q7
(we'll show +hat the othe

Ot is baﬁmllg the same)

xX=0 or =1 7

I

Z.
N

Let's 7179 fo Fvu i Fhe 77 lets boolk at Teee 1.

S
/ \/ Aégmqie/%;éh Ficks
6()(3) S TREE 1

4, (G.(s)) Gols))  G(G(s)) s
Remember ¢ s of Fhe form

Go () Il G (o x=0 | Gls) 1 Gl s) |

Co( = Qw»'nﬁnmlg adow,
r X=1 E Mo r

..........................................



So  what /f' we had @ ansier A accordls
t the following tree: g o

/ ______ \ ____________ | L= O
/Go[s) _______________________ s) &
G,(6,()) G (Gols) (e,,( s ) ‘
= b (secord half of ) fﬂ;ﬁf @gAW”g
i =1
T no G
a,( n ) 0, &( r ) "

S Gyfeoand halt f <)

x=0 case Looks WC% Like TREE i)
L= | e Looks Zkacf% Uhe TVEE 2|

= B has the Sume aoﬁ/am‘?ﬁc ar A. (KWP %4“050‘0

Simila, for TEE 7. 18, TREE 2.



)
/ ey REE 2

2§mmeWngb: o MUM%W@

r g random, 8o is <
/ oL=0
_________________________________________ derfial o TEE 2.
G,( ) N G0y G) 1e
= fict half of
r\o
/ =
*_.
idenfical o TREE 3
G°( fo ) Mo E o r, P G (/YDM Al point of view)

" letudy, wly half of i+ Lotks Lilee TE 2 — bk A neses
ees The othe Mf’ cmg Wag f

/V)mﬂg QUL LS.
o

= n orde 4o handle mwvy quecies, % has b e /J@%W%
o Wwp&'ﬁ/}( VeSion a/’ The PREG Secamg 9“%6’ whiese



(o
S Ct o '&ﬁ
In.q AZ@T&T o= |

- We am prove that Hhis gome is not winnable with
Pmb bdfa—h’/w—JngZ(m) p rocucded & is a &ecamf,

PRG. (@51 %Lb“”( a/gamewf — exeTie ﬁr(«jm <

— Now @JM&!’ )o)atm‘s Hs g o« in Hhe (nf mﬁ)
q W]D][W F/LZCU ﬁd %S%Fﬁ}w /ﬂfW&Z(ZL f-})w
releart Lok o the lree.

A's queie }m(jw:m (qfﬁ)

Moo Mo TeEE

/N /N /\ /\ et

Q(rm) G(rss) G(ry) G(r> G(r‘,o) G() ( a(.h

/ /\/\/\/\/\/

6(6(r00)) - G, (G[(r,)) Gul6olr)) G (B(ny)) G(Cl(r,.))

Z B ansmes nccomwg v

SN /N
Qlw) Gl LS il LSl Sl ) Gln)
/ /\ / \ \ / \ / \ \ /

66(r)) ... G.(cd) 6(cs) Gl G (6(r))



Kemare. L —his cwse, B did not need b ux Cuz.

Remark . Theve 35 no need for B o keep 4rack of +he
whole 2ree — it kzzzr) track dgnmwic‘d/g @Q where
ASs &]uwef have gm& iga) jpﬂw. As sudh, 6 S zﬁ&‘a}enf
Pmu‘méw( +raf A i e]%'oimf.

Sthdelss encryption using a. PRT.
Ot v

~ This was owr chie]g motivation Lact bme—Lots see
“tow o do it

Gen (1*) = pick a PRF ey < Wﬁm@ 2k ranclom

owdput L
Enc(le, m) = pick mewly at randon (fom domsin of £,

oviput f,(( ) o m,

v /S

C c,

Dec(k, c) = output ¢ @]gk( )

S&CL{M@
’fﬂ)’l@'lﬂm ]ﬁk S ac—ﬁum/)g a MM randonn “WLﬂf}?&




wunchion”. Why i this schome securt Fhen?
/ "

Ltwibion : PRF behater c(ympm%m’?omaﬂ% )m{)ﬁ/yﬁmrw
m%a” fwm Mug%vm@ ol om fwwbm.

PMO/: OOM,WDCOH.(

2 A
b< fo1%
k 4 Gen(I™) M., [me) = [,
E’lctk, W‘b)
90@: b

/N

T _ “thosen plricttect prttack “
;[LD\ S

t//'\062\)'7":) @(/{,‘I Sﬁ@b[‘@



€ A | & A
b=0 o=
k <— Gen(IX) < Ganl)
(mg , my) ) (m5 , m)
Bnc(k, m) Enc(k, m})
> >
(m2 , m?) (m2 ., m?)
<& <
Enclk, m?) . Bncli, m?) .
(mg . W\ﬂ (M m?‘)
< <
Enclk, Wlé_) \ Eaclk, WIT) \
> >

\7A Hhum Triss o jués: b

[Ne fczc‘;l (ﬁm/ Eac, DéC) s IND -CPA gecure
'7C w  adyeriry can juefffo o1t /Dmo@aér/fg
b ot +han "IZ—F VL%ZO\ ,



