
 

Motivation

Youshouldhave seen in your homework that
PRGs become insecure if the seed is not chosen
uniformly at random

Annoying

Would be much nicer if we had a magic PRG
such that even if we don't choose its seed uniformly
its output still looks random to any adversary

Here's a candidate construction for such an object
Let's say we want a magicfunction from m bits
to n bits

Just choose a uniformly randomfunctionfrom the
set of all functions mapping m bits to a bits

Equivalent tomaking a table
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No matter which seed x an adversary picks
this function's output is perfectly random

lovethechoiceoffunction

What's the problem with this

PRF security

Ok so we can t hopefor such a magicfunction

But maybe we car get a function that is
computationally indistinguishable from such a
function

exponentially complicated

More precisely remember even outmagicfunction
was only random looking to an adversary over the
choice of function There is nothing random looking
about a fixedfunction



We want to compare apples to apples here so we can
only require our computationally random lookingfunction
to also be random looking over the choice offunction

Formally let's define PRF security in terms of a
game

between a challenger and an adversary
Basically we want theadversary to be unable to
tell the difference between a function picked randomly
from a small set Ismay which only containsfunctions
we can efficiently evaluate and a function picked
randomlyfrom the set of all possible 0.13m 0.13
functions Fall
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We say Ismay is a secure PRF family if no PPT
adversary can win this game with probability better

ma next polyat forthislecture
Remark Notice that the challenger's behaviour when
it choosesFan is identical to just returningmitandsm

This is conceptually useful to keep in mind butkeepingtrack
ofduplicates

Remark 2 For notational convenience we like to give
the functions in Ismay names So we label eachfunction
in Esma with a key k and we may write

secret litneverknowswhatf is

Ismail fit 0,13m O i
key

where k is some set of keys

Remak3_We can wlog assume the adversary never



makes the same query twice why

Constructing PRES from PRES

Thecanonical construction is the GGM construction

Goldreich Goldwasser Micale

Highly sequential notsuperfast but conceptually
beautiful

Assumption thereexists a length doubling PRG

G 0 I 0,132
same n as in theoutputlengthofthePRF

Notation G s

Eff Gift
The construction

Secretkey K seed s for the PRG
defines a differentfunction in Iman foreachdifferent
seed

For a fixed seed s
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x picks out a path in the tree

Security

We want to reduce to PRG security we want to
construct an adversary Po who uses A to break G

A
PRFadversary

Hybrid argument Show that Formalinterpretation

g uniformlyrandom

ef a answersA'squeries
as if f weredefined
accordingto
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Then we just keepdoing this

In Tree 3 f x Gxmo o Gx r xx
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Wait a minute TREE 3 wouldjust be B answering all
of A's queries with uniformly random strings
That's exactly the Fay case and TREE I was the
Fsmall case

So these hybrids bridge the gap
betweenFsman and

Fall as expected

As usual we assume that if A can tell the difference



between Ismail TREE 1 and Fan TREE3 then it can

tell the difference between ONE OF
TREE 1 and TREE 2 OR
TREE 2 and TREE 3

The one query case

For simplicity let's do the casefirstwhere A PRF

adversary only makes one query

How to reduce to PRG security PRG adv
should somehowplant its challenge when it's

answeringA's queries

Let'ssayP2 gets a challenge ca

g f Go s 11 G s a 0

I ran 2 1

Po pretends to be A's challenger

l PREchallenge Be A
Ca
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singlequery

it is supposed to tell the
differencebetweenthese

TREE
or
TREE

2

Iwe'llshowthattheother
case is basicallythesame

2 0 or 2 1

Let'stry to fill in the let's look at TREE 1

S
Ahguaegpathpicks

G s G Is TREE 1
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Remember ca is of the form
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So what if we had answer A's query according
to the following tree

S

2 0
G s G Is Ca

G G s G G Is G G s GIG si

tondhalfoffethnatfgatually

2 1
ro r Ca

G r GI r G ri Gil r I
Gosecondhalfofca

2 0 case looks exactly like TREE 1
2 1 case looks exactly like TREE 2

B has the same advantage as A Kap reduction

Similar for TREE 2 US TREE 3
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identicaltoTREE2G ro GI to G s G Is Ca

firsthalfof a

r

I

G ro Gf to ri ri
firsthalfof a
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identicaltoTREE34
fromA'spointofview

Actually onlyhalf of it looks like TREE3 but it never
sees the otherhalfanyway

Many queries

In order to handlemany queries B has to be playing
a modified versionof the PRG security game where



c fifteen queries a

We can prove that this game is not winnable with
prob betterthan'ztnegela provided G is a secure

PRG By a hybridargument exercise foryou
Now B just plants its q challenges in the Cat nest
a different places that A's querypaths intersect the
relevant level of the tree
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Remake In this case did not need to use Caz

Remark There is no need forPo to keep track of the
whole tree it can keep track dynamically of where
A's queries havegone so far As such Po is efficient
provided that A is efficient

Stateless encryption using a PRF

This was our chiefmotivation last time let's see

how to do it

Gen 1 pick a PRF key K uniformly at random
output k

Enc k m pick x uniformly at random fromdomainoffid

output fic x am x

Dec k c output c a file

Security

Imaginefk is actually a uniformly random magic



function Why is this scheme secure then

Intuition PRF behaves computationally

indistinguishablyfrom uniformly random function

Proof you can do
it

C AEnack
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w af
chosenplaintext attackIND CPA

indistinguishable
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A thin tries to guess b

We say Gen Enc Dec is IND CPA secure

if m adversary can guess b with probabilitybetter than It neged


