
What to Obfuscate 

When You’re Obfuscating

Lecture 24



What is Obfuscation?
• Program obfuscation is a way to make a program 

unintelligible while preserving functionality.



What is Obfuscation?
• Program obfuscation is a way to make a program 

unintelligible while preserving functionality.



What is Obfuscation?
• Program obfuscation is a way to make a program 

unintelligible while preserving functionality.







Program Obfuscation

Programs that contain secrets:



Program Obfuscation

Programs that contain secrets:

• Cryptographic keys



Program Obfuscation

Programs that contain secrets:

• Cryptographic keys

• Watermarks



Program Obfuscation

Programs that contain secrets:

• Cryptographic keys

• Watermarks

• Trapdoors



Program Obfuscation

Programs that contain secrets:

• Cryptographic keys

• Watermarks

• Trapdoors

• The Algorithm itself



Hiding secrets



Hiding secrets



Hiding secrets
Hmm… I am going out of town 
but would like to delegate all 

6.875 emails to my TAs.



Hiding secrets

def DecryptEmail(EncryptedEmail):

•  = "786fe0974effa30621”

•  = Decrypt(EncryptedEmail, )

• if .find(“6.875”), return 

• Else, return “Sorry, this e-mail is private” 


𝗌𝗄
m 𝗌𝗄

m m

Hmm… I am going out of town 
but would like to delegate all 

6.875 emails to my TAs.



Hiding secrets

def DecryptEmail(EncryptedEmail):

•  = "786fe0974effa30621”

•  = Decrypt(EncryptedEmail, )

• if .find(“6.875”), return 

• Else, return “Sorry, this e-mail is private” 


𝗌𝗄
m 𝗌𝗄

m m

138805012AA98B7920FC10385089012408A292E0
0FF00165900901659AA1606B692650F3893EE390
30957BE927A6789C10846DD10AA92DEADBEEF

09179578134

Hmm… I am going out of town 
but would like to delegate all 

6.875 emails to my TAs.



Hiding secrets

def DecryptEmail(EncryptedEmail):

•  = "786fe0974effa30621”

•  = Decrypt(EncryptedEmail, )

• if .find(“6.875”), return 

• Else, return “Sorry, this e-mail is private” 


𝗌𝗄
m 𝗌𝗄

m m

138805012AA98B7920FC10385089012408A292E0
0FF00165900901659AA1606B692650F3893EE390
30957BE927A6789C10846DD10AA92DEADBEEF

09179578134

Hmm… I am going out of town 
but would like to delegate all 

6.875 emails to my TAs.



Watermarking

Yay! I made a fast matrix 

multiplication algorithm! 



Watermarking

Yay! I made a fast matrix 

multiplication algorithm! 



Watermarking

Yay! I made a fast matrix 

multiplication algorithm! 

FMM

Author: Surya


Customer: Vinod

FMM

Author: Surya


Customer: Tina

FMM

Author: Surya


Customer: Matt



Watermarking

Yay! I made a fast matrix 

multiplication algorithm! 

FMM

Author: Surya


Customer: Vinod

3bcc4baa285258a4
242c4bd5092108fa
8ac7460be9a97706

FMM

Author: Surya


Customer: Tina

FMM

Author: Surya


Customer: Matt

6bf31c3e5aa0e434
46f98ceb880d6750
0a7be5d9807d11cf

527031f92ffae4286
87521850702de15

da843c27062ee79c



Watermarking

Yay! I made a fast matrix 

multiplication algorithm! 

FMM

Author: Surya


Customer: Vinod

3bcc4baa285258a4
242c4bd5092108fa
8ac7460be9a97706

FMM

Author: Surya


Customer: Tina

FMM

Author: Surya


Customer: Matt

6bf31c3e5aa0e434
46f98ceb880d6750
0a7be5d9807d11cf

527031f92ffae4286
87521850702de15

da843c27062ee79c

The watermarks are 

now difficult to remove!
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So… How do we 
define obfuscation?
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For all white-box learners , there exists a simulator  such that 

 

A S
| Pr[A(𝒪(C)) = 1] − Pr[SC(1|C|) = 1] | ≤ 𝗇𝖾𝗀𝗅( |C | )
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OWF + VBB gives public key encryption!! 

Note that we previously used LWE, DDH, RSA, QR etc. to obtain PKE from SKE.



Diffie-Hellman (1976)
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Nearly all crypto is an easy corollary of VBB!

VBB  
Obfuscation
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Remarks

• One interpretation: Black-box security cannot be obtained if we give “physical 
code”


• Even inefficient VBB is impossible!


• Can be extended to construct unobfuscatable encryption/signature schemes.
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Q: Uhm… What now?
A: Weaken the definition!!
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Compare iO vs VBB
Indistinguishability Obfuscation 

• (Perfect functionality)  
 

• (Polynomial slowdown)  
The size of  is . 

• (Indistinguishability)  
For all pairs  and  computing the 
same function:

Pr
r

[i𝒪(C; r) = C] = 1.

i𝒪(C) 𝗉𝗈𝗅𝗒( |C | )

C0 C1

Virtual Black-Box Obfuscation 

• (Perfect functionality) 
 

• (Polynomial slowdown)  
The size of  is . 

• (VBB property)  
 reveals no more information 

than black-box access to !
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r
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Proof: 

For any circuit , let  of  be the lexicographically first circuit  that computes 
the same function as Then, we have found a canonical representation of each .

C i𝒪 C C′￼

C . C

This can be done in P if P = NP.

Remark 1: In fact, one can think of iO as a “pseudo-canonicaliser”.


Remark 2: This fact means that it is hard to show iO implies OWF (if it did, P  NP).≠

If P = NP, iO exists!
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For all white-box learners , there exists a simulator  such that 
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             Theorem [GR07]. iO is a best possible obfuscation.

Proof: Let . For any learner , let the simulator  be the 
algorithm that first computes the  of the input, and then runs .

BPO = i𝒪 A S
i𝒪 A
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Corollary. If a circuit family has VBB obfuscation, then iO is a VBB 
obfuscation for this family.
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But… iO doesn’t really gives us much to work with in this picture…

Public-Key Encryption..?i𝒪





       Theorem. iO + OWF gives us PKE :)



• Let  be a PRG.G : {0,1}n → {0,1}2n

       Theorem. iO + OWF gives us PKE :)



• Let  be a PRG.G : {0,1}n → {0,1}2n

• : Sample . Output the key-pair  and 𝖦𝖾𝗇(1n) s ← {0,1}n 𝗌𝗄 = s 𝗉𝗄 = G(s) .

       Theorem. iO + OWF gives us PKE :)



• Let  be a PRG.G : {0,1}n → {0,1}2n

• : Sample . Output the key-pair  and 𝖦𝖾𝗇(1n) s ← {0,1}n 𝗌𝗄 = s 𝗉𝗄 = G(s) .

• : Let  be the following program. Output .𝖤𝗇𝖼(𝗉𝗄, m) P = P𝗉𝗄,m ̂P𝗉𝗄,m = i𝒪(P𝗉𝗄,m)

       Theorem. iO + OWF gives us PKE :)



• Let  be a PRG.G : {0,1}n → {0,1}2n

• : Sample . Output the key-pair  and 𝖦𝖾𝗇(1n) s ← {0,1}n 𝗌𝗄 = s 𝗉𝗄 = G(s) .

• : Let  be the following program. Output .𝖤𝗇𝖼(𝗉𝗄, m) P = P𝗉𝗄,m ̂P𝗉𝗄,m = i𝒪(P𝗉𝗄,m)

       Theorem. iO + OWF gives us PKE :)

Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m(x)
G(x) = 𝗉𝗄 m

⊥



• Let  be a PRG.G : {0,1}n → {0,1}2n

• : Sample . Output the key-pair  and 𝖦𝖾𝗇(1n) s ← {0,1}n 𝗌𝗄 = s 𝗉𝗄 = G(s) .

• : Let  be the following program. Output .𝖤𝗇𝖼(𝗉𝗄, m) P = P𝗉𝗄,m ̂P𝗉𝗄,m = i𝒪(P𝗉𝗄,m)

       Theorem. iO + OWF gives us PKE :)

Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m(x)
G(x) = 𝗉𝗄 m

⊥



• Let  be a PRG.G : {0,1}n → {0,1}2n

• : Sample . Output the key-pair  and 𝖦𝖾𝗇(1n) s ← {0,1}n 𝗌𝗄 = s 𝗉𝗄 = G(s) .

• : Let  be the following program. Output .𝖤𝗇𝖼(𝗉𝗄, m) P = P𝗉𝗄,m ̂P𝗉𝗄,m = i𝒪(P𝗉𝗄,m)

       Theorem. iO + OWF gives us PKE :)

Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m(x)
G(x) = 𝗉𝗄 m

⊥

• : Interpret  as a program, run it on input , and output the result.𝖣𝖾𝖼(𝗌𝗄, c) c 𝗌𝗄 = s





       Theorem. iO + OWF gives us PKE :)



       Theorem. iO + OWF gives us PKE :)

Proof: Want to show that .(𝗉𝗄, Enc𝗉𝗄(m0)) ≈c (𝗉𝗄, Enc𝗉𝗄(m1))



       Theorem. iO + OWF gives us PKE :)

Proof: Want to show that .(𝗉𝗄, Enc𝗉𝗄(m0)) ≈c (𝗉𝗄, Enc𝗉𝗄(m1))

Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0



       Theorem. iO + OWF gives us PKE :)

Proof: Want to show that .(𝗉𝗄, Enc𝗉𝗄(m0)) ≈c (𝗉𝗄, Enc𝗉𝗄(m1))

Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0

Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m1
(x)

G(x) = 𝗉𝗄 m1
⊥

𝗉𝗄,

World 1: Encryption of m1



       Theorem. iO + OWF gives us PKE :)

Proof: Want to show that .(𝗉𝗄, Enc𝗉𝗄(m0)) ≈c (𝗉𝗄, Enc𝗉𝗄(m1))

Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0

Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m1
(x)

G(x) = 𝗉𝗄 m1
⊥

𝗉𝗄,

World 1: Encryption of m1

≈?
c



Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0



Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0

Replace  with uniformly 

random 

𝗉𝗄
y ← {0,1}2n



Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0

Replace  with uniformly 

random 

𝗉𝗄
y ← {0,1}2n

Program : 
• If , output .

•Otherwise, output .

Py,m0
(x)

G(x) = y m0
⊥

y,

Hybrid 1: Replace public key with random.



Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0

Replace  with uniformly 

random 

𝗉𝗄
y ← {0,1}2n

Program : 
• If , output .

•Otherwise, output .

Py,m0
(x)

G(x) = y m0
⊥

y,

Hybrid 1: Replace public key with random.

Claim. World 0  Hybrid 1.≈c



Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0

Replace  with uniformly 

random 

𝗉𝗄
y ← {0,1}2n

Program : 
• If , output .

•Otherwise, output .

Py,m0
(x)

G(x) = y m0
⊥

y,

Hybrid 1: Replace public key with random.

If an adversary can distinguish 
these hybrids, then he breaks 
PRG security!

Claim. World 0  Hybrid 1.≈c



Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0

Replace  with uniformly 

random 

𝗉𝗄
y ← {0,1}2n

Program : 
• If , output .

•Otherwise, output .

Py,m0
(x)

G(x) = y m0
⊥

y,

Hybrid 1: Replace public key with random.



Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0

Replace  with uniformly 

random 

𝗉𝗄
y ← {0,1}2n

Program : 
• If , output .

•Otherwise, output .

Py,m0
(x)

G(x) = y m0
⊥

y,

Hybrid 1: Replace public key with random.



Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0

Replace  with uniformly 

random 

𝗉𝗄
y ← {0,1}2n

Program : 
• If , output .

•Otherwise, output .

Py,m0
(x)

G(x) = y m0
⊥

y,

Hybrid 1: Replace public key with random.

Program : 
• If , output .

•Otherwise, output .

Py,m1
(x)

G(x) = y m1
⊥

y,

Hybrid 2: Replace  with .m0 m1



Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0

Replace  with uniformly 

random 

𝗉𝗄
y ← {0,1}2n

Program : 
• If , output .

•Otherwise, output .

Py,m0
(x)

G(x) = y m0
⊥

y,

Hybrid 1: Replace public key with random.

Program : 
• If , output .

•Otherwise, output .

Py,m1
(x)

G(x) = y m1
⊥

y,

Hybrid 2: Replace  with .m0 m1

Claim. Hybrid 1  Hybrid 2.≈c



Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0

Replace  with uniformly 

random 

𝗉𝗄
y ← {0,1}2n

Program : 
• If , output .

•Otherwise, output .

Py,m0
(x)

G(x) = y m0
⊥

y,

Hybrid 1: Replace public key with random.

Program : 
• If , output .

•Otherwise, output .

Py,m1
(x)

G(x) = y m1
⊥

y,

Hybrid 2: Replace  with .m0 m1

Recall:  is a length-doubling PRG.G

Claim. Hybrid 1  Hybrid 2.≈c



Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0

Replace  with uniformly 

random 

𝗉𝗄
y ← {0,1}2n

Program : 
• If , output .

•Otherwise, output .

Py,m0
(x)

G(x) = y m0
⊥

y,

Hybrid 1: Replace public key with random.

Program : 
• If , output .

•Otherwise, output .

Py,m1
(x)

G(x) = y m1
⊥

y,

Hybrid 2: Replace  with .m0 m1

Recall:  is a length-doubling PRG.G

With probability ,  and 
 are both identically !

1 − 1/2n Py,m0

Py,m1
⊥

Claim. Hybrid 1  Hybrid 2.≈c



Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0

Replace  with uniformly 

random 

𝗉𝗄
y ← {0,1}2n

Program : 
• If , output .

•Otherwise, output .

Py,m0
(x)

G(x) = y m0
⊥

y,

Hybrid 1: Replace public key with random.

Program : 
• If , output .

•Otherwise, output .

Py,m1
(x)

G(x) = y m1
⊥

y,

Hybrid 2: Replace  with .m0 m1

Recall:  is a length-doubling PRG.G

With probability ,  and 
 are both identically !

1 − 1/2n Py,m0

Py,m1
⊥

By  security, .i𝒪 ̂Py,m0
≈ ̂Py,m1

Claim. Hybrid 1  Hybrid 2.≈c



Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0

Replace  with uniformly 

random 

𝗉𝗄
y ← {0,1}2n

Program : 
• If , output .

•Otherwise, output .

Py,m1
(x)

G(x) = y m1
⊥

y,

Hybrid 2: Replace  with .m0 m1

Program : 
• If , output .

•Otherwise, output .

Py,m0
(x)

G(x) = y m0
⊥

y,

Hybrid 1: Replace public key with random.



Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0

Replace  with uniformly 

random 

𝗉𝗄
y ← {0,1}2n

Program : 
• If , output .

•Otherwise, output .

Py,m1
(x)

G(x) = y m1
⊥

y,

Hybrid 2: Replace  with .m0 m1

Replace  with 
original 

y
𝗉𝗄 = G(s)

Program : 
• If , output .

•Otherwise, output .

Py,m0
(x)

G(x) = y m0
⊥

y,

Hybrid 1: Replace public key with random.



Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0

Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m1
(x)

G(x) = 𝗉𝗄 m1
⊥

𝗉𝗄,

World 1: Encryption of m1

Replace  with uniformly 

random 

𝗉𝗄
y ← {0,1}2n

Program : 
• If , output .

•Otherwise, output .

Py,m1
(x)

G(x) = y m1
⊥

y,

Hybrid 2: Replace  with .m0 m1

Replace  with 
original 

y
𝗉𝗄 = G(s)

Program : 
• If , output .

•Otherwise, output .

Py,m0
(x)

G(x) = y m0
⊥

y,

Hybrid 1: Replace public key with random.



Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m0
(x)

G(x) = 𝗉𝗄 m0
⊥

𝗉𝗄,

World 0: Encryption of m0

Program : 
• If , output .

•Otherwise, output .

P𝗉𝗄,m1
(x)

G(x) = 𝗉𝗄 m1
⊥

𝗉𝗄,

World 1: Encryption of m1

Replace  with uniformly 

random 

𝗉𝗄
y ← {0,1}2n

Program : 
• If , output .

•Otherwise, output .

Py,m1
(x)

G(x) = y m1
⊥

y,

Hybrid 2: Replace  with .m0 m1

Replace  with 
original 

y
𝗉𝗄 = G(s)

Program : 
• If , output .

•Otherwise, output .

Py,m0
(x)

G(x) = y m0
⊥

y,

Hybrid 1: Replace public key with random.





What is the state of iO 
constructions?



From Amit Sahai’s talk

https://www.youtube.com/watch?v=hmSaAoav8WM


From Amit Sahai’s talk

https://www.youtube.com/watch?v=hmSaAoav8WM






What next?



Vinod’s Bounty
The construction of Jain, Lin and Sahai is not post-quantum secure.




Vinod’s Bounty
The construction of Jain, Lin and Sahai is not post-quantum secure.




Vinod’s Bounty
The construction of Jain, Lin and Sahai is not post-quantum secure.


Can we get iO from just LWE?



Vinod’s Bounty
The construction of Jain, Lin and Sahai is not post-quantum secure.


Can we get iO from just LWE?



Vinod’s Bounty
The construction of Jain, Lin and Sahai is not post-quantum secure.


Can we get iO from just LWE?


