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now difficult to remove!
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So… How do we 
define obfuscation?
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For all white-box learners , there exists a simulator  such that 

 

A S
| Pr[A(𝒪(C)) = 1] − Pr[SC(1|C|) = 1] | ≤ 𝗇𝖾𝗀𝗅( |C | )
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OWF + VBB gives public key encryption!! 

Note that we previously used LWE, DDH, RSA, QR etc. to obtain PKE from SKE.



Diffie-Hellman (1976)
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Nearly all crypto is an easy corollary of VBB!

VBB  
Obfuscation
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Remarks

• One interpretation: Black-box security cannot be obtained if we give “physical 
code”


• Even inefficient VBB is impossible!


• Can be extended to construct unobfuscatable encryption/signature schemes.
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Q: Uhm… What now?
A: Weaken the definition!!
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Compare iO vs VBB
Indistinguishability Obfuscation 

• (Perfect functionality)  
 

• (Polynomial slowdown)  
The size of  is . 

• (Indistinguishability)  
For all pairs  and  computing the 
same function:

Pr
r

[i𝒪(C; r) = C] = 1.

i𝒪(C) 𝗉𝗈𝗅𝗒( |C | )

C0 C1

Virtual Black-Box Obfuscation 

• (Perfect functionality) 
 

• (Polynomial slowdown)  
The size of  is . 

• (VBB property)  
 reveals no more information 

than black-box access to !
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𝒪(C) 𝗉𝗈𝗅𝗒( |C | )

𝒪(C)
C
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Proof: 

For any circuit , let  of  be the lexicographically first circuit  that computes 
the same function as Then, we have found a canonical representation of each .

C i𝒪 C C′ 

C . C

This can be done in P if P = NP.

Remark 1: In fact, one can think of iO as a “pseudo-canonicaliser”.


Remark 2: This fact means that it is hard to show iO implies OWF (if it did, P  NP).≠

If P = NP, iO exists!
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For all white-box learners , there exists a simulator  such that 
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             Theorem [GR07]. iO is a best possible obfuscation.

Proof: Let . For any learner , let the simulator  be the 
algorithm that first computes the  of the input, and then runs .

BPO = i𝒪 A S
i𝒪 A
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Corollary. If a circuit family has VBB obfuscation, then iO is a VBB 
obfuscation for this family.
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But… iO doesn’t really gives us much to work with in this picture…
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